A Secret Sharing Scheme and a Ring Signature Based on Trapdoor One-Way Function by 黄科华
W10384 $Q9 _C917020051301597 UDC
} x   V .(AÆZ7{17Z℄`.";>od
A Secret Sharing Scheme and a Ring Signature
Based on The Trapdoor One-Way Function
Z \ X)| %   *   y  z  Æ 2008  5 ${xÆ 2008  $"Æ 2008  $Æ3Dm 6 t


















































omug℄OjVdUqP^_TiSLWYa` if U8% . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . iii-8% . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . iv'9 ,# . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
§1.1 !LJ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
§1.2 C%+J . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
§1.3 F0j . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9 2
;w . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
§2.1 Y6z . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
§2.2 (t,n) Y\_-! . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
§2.3 zGn!'* . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
§2.4 rnYrn=n(h . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14u9 Y\_-!:=n . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
§3.1 Y6z . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
§3.2 &HY\_-! . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18















Abstract (in Chinese) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . iii
Abstract (in English) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . iv
Chapter 	 Preface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
§1.1 The background knowledge of the paper . . . . . . . . . . . . . . . . . . . . . . . . . . 1
§1.2 The major contribution of the paper . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
§1.3 The arrangement of the paper . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
Chapter 
 Preliminary Knowledge . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
§2.1 Trapdoor one-way function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
§2.2 A (t,n) threshold secret sharing scheme. . . . . . . . . . . . . . . . . . . . . . . . . . . .8
§2.3 The definition of signature scheme . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
§2.4 The definition of the group signature ,threshold group signature and
the ring signature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
Chapter  Threshold secret sharing scheme and the ring signature 16
§3.1 Trapdoor one-way function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
§3.2 Improved threshold secret sharing scheme . . . . . . . . . . . . . . . . . . . . . . . . 18
§3.3 The ring signature scheme based on the one-way function . . . . . . . .20
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23













omug℄OjVdUqP℄h^_TiSLWYa` iii& /07-70 U℄.0Chqo Shamir[3] $ 1979 Ng/0℄-jRms/0℄-jR[QAi-f Shamir 
 Lagrange JG*_'/07-.v}sP#).7hnH. SGÆ6/09$KJ.hn$(n℄-p\}/07)6℄7USGÆ6/09$- [2] ℄g&*|0sJy [3] Shamir  (t,n) *'%hQ/07-.$8Q.W(nyW0+|K7g[9${oY6vb^*opg[9${osu9$℄m$H/0℄-.W9$gm'n.%m.5
















Secret sharing is one of the important direction of cryptography. Since
Shamir[3] made secret sharing scheme in 1979, the scheme of secret sharing has
been widely concern. Shamir’s secret sharing scheme based on Lagrange inter-
polation method structure and many subsequent related programmes are one-off
programme. The participants’ share of the secret only used one time in each
sharing process. The share must be distributed to the participants once more
after the process of the secret sharing. In this paper we designed a secret sharing
scheme combinationed by the one-way function proposed of [2] and Shamir(t,
n) threshold secret sharing scheme proposed of [3]. In this scheme, each of the
key can be unlimited use, and members of the system are easy to accession and
delete. When a member leakage share, we can only change his share, and no need
to change the shares of the other members.
Ring signatures is another important direction of cryptography. In 2001,
Rivest and others proposed a new signature technology in the backdrop of how
to leak a secret known as the ring signature. Ring signatures can be considered
as a special group signature, it would not be credible centre, the establishment
of group. And the signatures are completely anonymous for the verifier. Ring
signatures’ unconditional anonymity is used for the information protection in the
some special environment. this paper designed a ring signature scheme based on
the trapdoor one-way function proposed in [3] and the combine function proposed
in [9]. This scheme satisfied the unconditional anonymity.
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